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Commanding Officer Commanding Officer 
(Retired)(Retired)

Child Exploitation Unit Child Exploitation Unit 
Chicago, IL  USAChicago, IL  USA
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CHILD SEXUAL ABUSE CRIMESCHILD SEXUAL ABUSE CRIMES

OpportunityOpportunity
Desire Desire 
Children are perfect victimsChildren are perfect victims
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CHILD ABUSE CRIMESCHILD ABUSE CRIMES

Child Sexual AbuseChild Sexual Abuse
Within the familyWithin the family

Child Sexual ExploitationChild Sexual Exploitation
Outside the familyOutside the family
Multiple victimsMultiple victims
Child pornographyChild pornography
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CHILD EXPLOITATION HISTORYCHILD EXPLOITATION HISTORY

Child pornographyChild pornography
Child abuse imagesChild abuse images
pthcpthc –– preteen hardcorepreteen hardcore
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CHILD EXPLOITATION HISTORYCHILD EXPLOITATION HISTORY

Child pornographyChild pornography
Polaroid'sPolaroid's
CamcordersCamcorders
ComputersComputers
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THE ONLINE THE ONLINE 
CHILD CHILD 

MOLESTERMOLESTER
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CHILD SEXUAL ABUSE IS AN CHILD SEXUAL ABUSE IS AN 
OLD CRIMEOLD CRIME

Computers & cell phonesComputers & cell phones……
New technique for molesters New technique for molesters 
to gain access to children to gain access to children 
New tools New tools 
New evidenceNew evidence

But itBut it’’s still the same old crime !s still the same old crime !
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EVOLUTION OF ONLINE CRIMESEVOLUTION OF ONLINE CRIMES

Text dialogueText dialogue
Still imagesStill images
Moving imagesMoving images
Real times imagesReal times images
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WEBCAM AND WEBCAM AND 
““REAL TIMEREAL TIME””

PROBLEMS FOR PROBLEMS FOR 
CHILDRENCHILDREN
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CHILD EXPLOITATION HISTORYCHILD EXPLOITATION HISTORY

Beyond Computers Beyond Computers ……..
Cell phones Cell phones 
Text messaging Text messaging –– SMSSMS
Photo or video phonesPhoto or video phones
Internet AccessInternet Access
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EE--MAILMAIL

Most popular INTERNET Most popular INTERNET 
applicationapplication
Easily send or receive Easily send or receive 
messagesmessages
No long distance chargesNo long distance charges
Global communication and Global communication and 
data exchangedata exchange
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WEB PAGE DANGERS WEB PAGE DANGERS 
FOR CHILDRENFOR CHILDREN

myspace.commyspace.com
facebook.comfacebook.com
hotornot.comhotornot.com
livejournal.comlivejournal.com
xanga.comxanga.com
Gaming sitesGaming sites
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CHAT ROOMSCHAT ROOMS
Private IMPrivate IM
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TOURING CYBERSPACETOURING CYBERSPACE

The Internet The Internet …………
World Wide Web  (www)World Wide Web  (www)
Usenet NewsgroupsUsenet Newsgroups
Internet Relay Chat  (IRC)Internet Relay Chat  (IRC)
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INTERNET RELAY CHATINTERNET RELAY CHAT
““IRCIRC”” CHANNELSCHANNELS

mIRC shareware softwaremIRC shareware software
DALnetDALnet
Undernet Undernet 
EFnetEFnet
A A chatroomchatroom is a channel  is a channel  
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www.spectorsoft.comwww.spectorsoft.com

www.Rfarley.com

MAKING A COMPLAINT MAKING A COMPLAINT -- NCMECNCMEC
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CHILD MOLESTERCHILD MOLESTER

PedophilePedophile
DSM IV DSM IV -- TRTR
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FBI PROFILE FOR THEFBI PROFILE FOR THE
CHILD MOLESTERCHILD MOLESTER

Situational Molester             Situational Molester             
Not a true sexual preference for Not a true sexual preference for 
a childa child
Preferential Molester            Preferential Molester            
True sexual preference for a True sexual preference for a 
child   child   
ONLINE CHILD MOLESTER      ONLINE CHILD MOLESTER      
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www.missingkids.comwww.missingkids.com
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ONLINE MOLESTER ONLINE MOLESTER 
SEDUCTION TECHNIQUESSEDUCTION TECHNIQUES

Assumes a child or teen identity Assumes a child or teen identity 
Bogus profileBogus profile
Pretends to care about childrenPretends to care about children
LanguageLanguage
Asks for personal informationAsks for personal information
Requests photosRequests photos
Talks about family/friendsTalks about family/friends
Telephone contactTelephone contact
Wants to meet        Wants to meet        

RFarley.com

CASE CASE 
ILLUSTRATIONS ILLUSTRATIONS 

““TOMMYTOMMY””
““CASEYCASEY””
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