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PROTECTING GOD’S CHILDREN ONLINE

Protecting Children and Young People from Online Dangers
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CHILD SEXUAL ABUSE CRIMES

e Opportunity
e Desire
e Children are perfect victims

CHILD ABUSE CRIMES

Child Sexual Abuse

e Within the family

Child Sexual Exploitation
e Outside the family

e Multiple victims

e Child pornography

CHILD EXPLOITATION HISTORY

e Child pornography
e Child abuse images
e pthc — preteen hardcore
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CHILD EXPLOITATION HISTORY

e Child pornography
e Polaroid's

e Camcorders

e Computers




THE ONLINE
CHILD
MOLESTER

CHILD SEXUAL ABUSE IS AN
OLD CRIME

Computers & cell phones...

e New technique for molesters
to gain access to children

e New tools
e New evidence

But it's still the same old crime'!

EVOLUTION OF ONLINE CRIMES

e Text dialogue

e Still images

e Moving images

e Real times images

WEBCAM AND
“REAL TIME”
PROBLEMS FOR
CHILDREN

CHILD EXPLOITATION HISTORY

Beyond Computers ....
e Cell phones

e Text messaging — SMS
e Photo or video phones
e Internet Access

E-MAIL

e Most popular INTERNET
application

e Easily send or receive
messages

¢ No long distance charges

e Global communication and
data exchange
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WEB PAGE DANGERS
FOR CHILDREN

e myspace.com
e facebook.com
e hotornot.com

e livejournal.com
e Xanga.com

e Gaming sites

CHAT ROOMS
Private IM

TOURING CYBERSPACE

The Internet ......

e World Wide Web (www)
e Usenet Newsgroups

e Internet Relay Chat (IRC)

INTERNET RELAY CHAT
“IRC” CHANNELS

e MIRC shareware software
e DALnet

e Undernet

e EFnet

e A chatroom is a channel

www.spectorsoft.com

Our Spy Software can Secretly Record Email, Chat, Instant Messages...even Passwords!

Why Buy Ba Featured Product
Spector PRO
S t ®

Professional Edition
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MAKING A COMPLAINT - NCMEC

=25CYBER |
TIPLINE

www.missingkids.com/cybertip
1:800-843-5678




CHILD MOLESTER

e Pedophile
eDSM IV - TR
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FBI PROFILE FOR THE
CHILD MOLESTER

e Situational Molester
Not a true sexual preference for
a child

e Preferential Molester
True sexual preference for a
child

e ONLINE CHILD MOLESTER

www.missingkids.com

EXPLOITED

Child Molesters:
A Behavioral
Analysis

For

Law Enforcement
Officers
Investigating
Cases of

Child

Sexual
Exploitation
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ONLINE MOLESTER
SEDUCTION TECHNIQUES

e Assumes a child or teen identity
Bogus profile

Pretends to care about children
Language

Asks for personal information
Requests photos

Talks about family/friends
Telephone contact

Wants to meet

CASE
ILLUSTRATIONS
“TOMMY”
“CASEY”
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